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The problems associated with poor data qual-
ity, which include lack of trust in the data,
poorly supported decision making and sig-
nificant costs, have been well known for some
time. However, even within those companies
that have recognised the problem and which
have taken steps to cleanse their data, there
are still major data quality issues. This is for
two major reasons. Firstly, most data quality
programs are retro-active, which means that
there is a time lag between the origination of
the data and its validation. In an increasingly
real-time and 24 x 7 world this is no longer
acceptable. Secondly, the actual process of
cleansing the data is usually the responsibil-
ity of IT, but IT does not understand either the
meaning or the value of the data to the busi-
ness. As a result, IT has to refer back to busi-
ness analysts and others that do understand
the data, on an on-going basis, which creates
further delay.

In this paper we argue that a more progressive
and pervasive approach to data quality initia-
tives is what is required, in order to overcome
the delays and associated costs involved with
current processes. To begin with, organisa-
tions need to expand the number of people
with a remit for data quality, in the spirit of
many hands making light work. For example,
it is the business that owns the data, that uses
itand which derives value from it. We therefore
believe that business people should take some
responsibility for data quality and get more in-
volved in the process of managing it. In addi-
tion, organisations need to broaden their data
quality coverage, by addressing more types of
data across more applications and systems.

Expanding the “data quality team” to include
more people who actually use the data day-to-
day should be developed in two ways. Firstly,
business analysts need to be able to fulfil
data cleansing functions on the information
that they are concerned with. Secondly, line
of business managers need to know that the
information they are using is fit for purpose or,
if it is not, they need to be able to identify that
fact and work with business analysts to get the
quality of that data improved. To enable this,
business managers will need a dashboard that
can show the manager that quality is up to an
appropriate level (for the data specific to that
manager’s function), so that they can trust the
data they are using.

Broadening data quality coverage needs to ad-
dress the twin challenges of more data types
and more applications. A more pervasive data
quality program that spans all data domains,
including customer, product, financial and
asset data types, will ultimately deliver more
benefits for the organisation. The benefits will
be even more obvious if the program is ap-
plied to all applications. This sort of facility has
actually been available for some time, but we
would argue that this was merely a first step
in moving towards pervasive data quality. Data
quality needs to be assessed at the point of
entry into applications, and inaccurate data
needs to be rejected and/or cleansed at that
stage, rather than leaving it to pass through
the system. What is important is that preven-
tion is better than a cure.

Needless to say, all these capabilities need to
be provided with minimal (preferably no) im-
pact on existing processes and with a focus
on ease-of-use, in order to prevent training
requirements from spiralling out of control.
Currently, in IT-centric data quality implemen-
tations data quality tools and capabilities are
used by perhaps five or ten people. In this new
environment, on the other hand, we expect
hundreds of members of staff to touch (if ever
so lightly] data quality processes and func-
tions. With wider involvement comes greater
awareness and more attention; the net effect
should be improved quality on the one hand
and reduced costs on the other.

Put this altogether and we have what we re-
fer to in this paper as pervasive data quality.
In this paper we will consider what we mean
by this, what it involves, how it is used and
by whom, and what sort of characteristics of
a data quality solution are required over and
above standard facilities for supporting quality
initiatives. For data quality to be truly perva-
sive it cannot be limited to a single business
domain such as customer, financial, product
or asset data but must be applied across the
organisation to all areas. Note that this is not
intended to be a technical paper and we do not
discuss detailed technical requirements. We
do, however, assume a working knowledge of
the concepts behind, and the tools used for,
data quality purposes.
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The verb 'to pervade’ means to diffuse. So the
idea of pervasive data quality is that an aware-
ness of the importance of data quality is dif-
fused throughout the organisation and, as a
corollary, that there are appropriate facilities
in place to ensure that quality. There is thus
a cultural element to pervasiveness: staff at
all levels within the company need to be aware
of the importance of having good quality data,
although any discussion of how to achieve this
is outside the scope of this paper, at least in
so far as this is a political and cultural issue
within the organisation, rather than a techni-
cal one. However, it is worth commenting that
some businesses actively work against their
own interests in this respect. For example, it
is common that workers in call centres are in-
centivised on the basis of the number of calls
they get through. If this is the sole measure
of their effectiveness then it will actively work
against ensuring good quality data: it is faster
to enter a default value, when that is permit-
ted, compared to actually collecting and en-
tering true values. If data quality is important
to your organisation then one of the metrics
used for remunerating call-centre operatives
should be accuracy of data collection.

The principle behind pervasive data quality is
that you should be able to trust all of your data,
for whatever purpose you are using it (that is,
in any application) and in whatever (financial,
customer, product and so on] domain, on a
permanent and on-going basis. Achieving this
is not simply a cultural and organisational is-
sue: it is also important to understand how
it applies in different areas within the com-
pany. As we shall see in due course, what is
an appropriate level of data quality in one
department may be unacceptable in another.
Generally, outside of the data stewardship and
other specialised roles that need sophisticated
data cleansing, profiling and other capabilities,
what business users need is just enough data
quality functionality to support them in their
day-to-day activities. Moreover, this should be
deployable without requiring any specialised
training and without interfering in any way with
the way that the user does his or her job.
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What is entailed?

Before we discuss data quality requirements
it is pertinent to point out that there is no such
thing (in most instances) as 100% data qual-
ity. Even if it was possible to attain such a level
at reasonable cost it would be impossible to
maintain it. This is because things change. For
example, it is estimated that customer data
deteriorates at 1.4% per month. This is due
to the fact that people die, get married and
change their names, change email addresses,
move house and so on, without telling you. In
this context knowing how good or bad your
data is, and being able to share that informa-
tion across the organisation, is essential. In
the sections that follow we will briefly discuss
this collaboration (enabled by monitoring) fol-
lowed by the four major aspects of data that
need to be focused on: accuracy, complete-
ness, consistency and timeliness.

Data quality monitoring

Robust data quality monitoring capabilities are
necessary if data quality is to become perva-
sive. This typically means the deployment of
dashboards, both for data stewards and line-
of-business managers, where the former is
general across the domain managed by the
data steward and the latter is specific to the
manager’s remit. This means that you can es-
timate the reliability of the data you (or your
applications or processes) are basing your de-
cisions upon and the extent to which you can
actually use your data: for example, if you are
conducting an email marketing campaign then
you need an email address and if 20% of these
are missing then you can only mail 80% of your
customers. Similarly, you will want to know
how timely your data is, how up-to-date it is,
and so on.

Accuracy

This is primarily a business function. IT can
establish that it is likely (with an appropri-
ate probability) that two customers are one
and the same but only the business can say,
ultimately, whether this is in fact the case.
Similarly, it is product managers that will
know that product x in the United States (say
the Ford Escape) is the same as product y in
Europe (the Ford Maverick) rather than these
being distinct products. Accuracy is also about
ensuring that descriptions are correct, that
product hierarchies are valid and so on. When
data quality processes are first introduced

into an organisation, the task of checking po-
tentially large numbers of matches (we have
seen users overestimate their actual number
of customers by as much as 65%) is onerous.
However, once initial cleansing processes
have been completed, on-going requirements
may be delegated to line management but
more usually will remain the responsibility of
a data steward or business analyst. We should
also mention that there are some details that
you cannot easily measure for accuracy, at
least using your own resources. For example,
you can check that a customer address is a
valid address but that doesn’t confirm that the
customer actually lives there. We will come
back to this point.

Unless you delegate on-going quality check-
ing to line management the main difference
between conventional and pervasive data ac-
curacy is that the latter includes preventative
capabilities such as data quality processes
that are run at the same time as data is en-
tered into an SAP R/3 application, for example.
This helps to prevent quality issues getting
into your system in the first place.

Completeness

Do we have all the information we need about a
customer, product or other entity? You can au-
tomate (an IT function) the discovery of miss-
ing, default or invalid data. Note that there is a
distinction between invalid data and inaccurate
data. The latter is valid (it is a real address) but
may be inaccurate (the customer doesn't live
there anymore). Also, because data is invalid it
doesn’t necessarily mean that it is not useful.
For example, a phone number in an address
field is invalid but you still want to know about
it and the software should be able to recognise
that this entry is formatted as a phone number.
A secondary function of data quality software
is to support what is known as enrichment.
That is, to retrieve information from third par-
ty sources about the entity you are interested.
This might mean accessing Dun & Bradstreet
for corporate information, Experian for credit
data, GS1 or other bodies for industry specific
terminology and codes, geospatial sources for
location-based information, and so on.

While some companies have already imple-
mented data checking at the point of entry
(mostly in marketing systems), many have not.
Pervasive data quality requires that processes
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are in place to ensure the completeness of the
data, across all domains, when it is being en-
tered rather than after the event. At the same
time you can prevent things such as the entry
of default values.

Consistency

This is about ensuring that when you have
multiple applications dealing with the same
data, that that data is consistent across those
applications. For example, you have customer
data in CRM systems, sales order processing
applications and so on. If these different appli-
cations are reliant on disparate data then when
you run queries or reports against these appli-
cations you are likely to get different results.
When people see different results returned
from different systems then they won't know
which to trust and will end up not trusting ei-
ther: this is especially relevant to business in-
telligence, finance and compliance reporting.

This is primarily the responsibility of data
stewards but it is also likely that business an-
alysts will want to monitor that their applica-
tions are synchronised with others within the
organisation that use the same data.

Timeliness

Ensuring information is up-to-date is, to a
certain extent, impossible: you cannot ensure
that customers will tell you when they move
house. However, you can implement rules that
will address both business and technical re-
quirements. For example, in this case, it might
make sense to have a business rule that re-
quires you to contact each customer at least
once every six months: thus ensuring that
customer information is at least up-to-date to
that extent. At a technical (IT) level you would
expect data integration tools, for instance, to
report on a failure to load last night’s data into
the data warehouse, thus alerting you to the
fact that data is not up-to-date for daily report-
ing purposes (say). Note that this emphasises
the relationship between data integration and
data quality: data integration processes need
to deliver trusted data, and data quality needs
data integration to deliver the data on time.
More generally, and in a pervasive sense,
timeliness is a matter of IT collaborating with
the business.

While some metrics will be black and white
(for example, has this customer been contact-
ed in the last six months: yes or no) others are
more nebulous. Moreover, you have to decide
what level of accuracy is appropriate for your
needs. This may be department specific. For
instance, delivery needs 100% accuracy on
delivery addresses (which is attainable, be-
cause customers want to actually receive their
goods] but marketing may only require 90%
or 95% for customer names and addresses.
Thus you need metrics that are customisable
by functional requirement at the business lev-
el. Note that best practice means identifying
where poor data quality has the biggest busi-
ness impact and addressing those issues (in
implementation terms] first.
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Roles, responsibilities and roadblocks

We know what we have to achieve and we know
that it needs to be pervasive throughout the
organisation but what is actually required in
terms of whom or what is involved, and what
barriers are there to realising this? There are
a series of considerations that we will discuss
in turn. However, before doing so it is worth
pointing out the contrast that pervasive data
quality implies. Currently, in IT-centric data
quality implementations data quality tools
and capabilities are used by perhaps five or
ten people. In a pervasive environment, on the
other hand, we expect hundreds of members
of staff to touch (if ever so lightly] data quality
processes and functions. As this is, to a certain
extent, a cultural issue, this may well require
an educational programme that explains how
poor data quality impacts on the enterprise at
both a department and organisational level.
This should mean a broader awareness of the
importance of data quality and, in turn, should
mean that greater attention is paid to it. The
net effect should be improved quality on the
one hand and reduced costs on the other.

Of course, the impact of a broader apprecia-
tion of data quality issues will vary according
to role. Business analysts and data stewards
will have less of the burden of ensuring good
data quality bearing upon them, because more
poor quality information will be filtered out be-
fore it reaches them, leaving them to focus on
the more difficult data quality issues. On the
other hand, while analysts and stewards may
have less work to do, line-of-business man-
agers will have marginally more with respect
to data quality per se (because they will now
be able to see the impact of poor data quality
on their business processes) but this should
be more than offset by the fact that they can
immediately act (via the data stewards) to ad-
dress critical issues that arise, and this in turn
should lead to improved business processes
and reduced inefficiencies. Thus the total bur-
den on line-of-business managers should re-
duce. Even more broadly, the applications that
you use to run your business will be more reli-
able, not just for line managers, but for any-
one who has to use the data provided by these
applications.

IT

IT’s responsibilities in terms of data quality
are well understood. In particular, whatever
can be automated is the domain of IT. This in-
cludes profiling the data to discover invalid and
incomplete data, enrichment to move towards

more complete information, the discovery of
relationships that exist across data sources
in order to support consistency, facilities to
support rules checking, the automated cal-
culation of metrics and the initial process of
matching. In this last case, some records can
be automatically matched but there are often
uncertainties involved which will need to be
referred to the business for reconciliation. In
addition, IT will collaborate with the business
to establish data quality rules and implemen-
tation of those rules, regardless of whether
they operate in batch or real-time. Further, IT
should optimise these rules so that they run as
fast as necessary within your data integration
infrastructure.

Business analysts

The role of business analysts in supporting
pervasive data quality is primarily with respect
to exception matching. That is, it is business
analysts who will typically be responsible for
making the reconciliation referred to in the
previous section: for example, determining
that 3M is the same as the Minnesota Mining
and Manufacturing Co (or any of its other 200
or so variants). What they need for this func-
tion is to be provided with the relevant details
of the records that may match by IT, preferably
via a web-based front-end that allows them to
access and update the exceptions that need to
be matched for their domain. Since matching
exceptions occur across multiple domains the
software will need to know which analysts are
responsible for which sets of data and it will
also be necessary to alert the analysts when-
ever there are exceptions that they need to
deal with.

Data stewards

While data stewards are concerned primarily
with governance, their actual role in the or-
ganisation, and their relationship with busi-
ness analysts, is likely to vary by company.
The main responsibilities of data stewards
are concerned with governance [setting tar-
gets, defining data quality business rules, data
profiling and monitoring data quality], ensur-
ing the quality of reference data (which has
similar requirements to standard data qual-
ity but is more static) and cross-application
consistency. Of these, governance is the most
contentious. Technically, governance can be
taken to include data discovery, data quality,
data security, information lifecycle manage-
ment and compliance, and monitoring of all of
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these. However, in many enterprises, compli-
ance and security, in particular, may be han-
dled separately within other departments that
have cross-enterprise responsibility for these
functions. Whatever the specific characteris-
tics of stewardship within your organisation,
it should be clear that it involves considerable
collaboration, with IT on the one hand and with
business departments on the other.

Auditors and compliance officers

It is not enough to be compliant. At least with
respect to external regulations you need to be
able to prove that your processes and proce-
dures are compliant. In terms of data quality
this means that you need to be able to provide
features such as data lineage so that auditors
(whether internal or external] can track how
information has been processed. Similarly,
you will need to be able to prove compliance
with data protection legislation and that only
authorised personnel have access to sensitive
data. Where unauthorised people need to have
access to data (such as outsourced develop-
ment teams) then facilities to mask sensitive
data will be required and you will need to be
able to demonstrate that business rules are
built into your software that ensures masking
is applied whenever necessary.

There are also specific issues that relate to
auditing in particular industries. For example,
in the banking sector data quality may directly
relate to the capital adequacy requirements
mandated by Basel Il and we have seen banks
significantly reduce their capital requirements
through being able to prove (thanks to moni-
toring and metrics) how good their data quality
is, thus allowing improved risk assessment.
The same thing is likely to occur within the
Insurance sector with the introduction of the
Solvency Il regulations.

In general, what auditors and compliance offic-
ersrequire is access to monitoring tools. Thus,
for the examples in the previous paragraph,
they will want to see your metrics. Moreover,
in the first instance they will also likely want
you to demonstrate how those metrics are cal-
culated. Note that the more you can provide
this in an automated fashion, then the easier
and faster that they can do their jobs and the
lower your auditing fees are likely to be.

Line-of-business managers

Line-of-business managers, whether applica-
tion owners or business process owners (such
as order to cash, shipping, marketing or other
processes) need just enough information about
data quality to support their functional respon-
sibilities. Ideally, this means that data quality
has reached an acceptable level (say, 95% ac-
curacy) and that the manager’s involvement is
simply a question of checking that quality re-
mains at this level, and that appropriate rules
(contacting customers every six months] are
being followed. If quality drops then the man-
ager needs to understand how this will affect
his business processes and he will then liaise
with relevant business analysts or data stew-
ards, or, if business rules are involved that are
the direct responsibility of the manager, he or
she will need to take direct action. In so far as
provisioning quality information is concerned
this will be limited to providing dashboards
showing relevant metrics, which will enable
managers to see not only what quality issues
there are but how much that is costing them.

Domains

For data quality to be truly pervasive it cannot
be limited to a single business domain such as
customer, financial, product or asset data but
must be applied across the organisation to all
areas. Historically, most vendors have focused
on the first of these so it is important that any
selected supplier can offer the sorts of facili-
ties (which can be specialised) needed to sup-
port these other areas.

In a recent (2009) survey conducted by
Information Difference it found that
81% of respondents had data quality
initiatives focused more widely than just
“name and address”. Moreover, when
prioritising domains of interest the re-
sults showed product data and financial
data were of more interest than name
and address data.
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2009 survey from SeriusDecisions
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Key applications

Pervasive data quality is not just about people but also about applica-
tions. Ideally, relevant applications should not allow incorrect or invalid
data to be entered. While facilities to ensure that only good quality data
is acceptable should be built into newly developed applications, in prac-
tice most companies use off-the-shelf software from leading providers
that have no such provision. However, it remains important to prevent
poor data quality. This is because it is much cheaper and easier to pre-
vent problems rather than to try to fix them later. We therefore strongly
recommend that you apply data quality at the point of entry, when you
are entering data into your ERP, CRM or other applications. This typical-
ly involves a plug-in to your application provided by a data quality vendor
that will check in real-time that a default value is not being entered, that
the phone number put in is a valid one, that the product code is a real
one, and so on. If data is being collected for entry via a call centre then
it will also be useful if the software can suggest that this customer may
actually be the same as an existing customer on the database (that is, a
potential match) so that this can be checked directly with the customer.

Inter-application firewalls

This requirement is similar to the previous one except that instead of
ensuring data quality when a person is entering data into an application
we are here concerned with the matter of passing information from one
application to another.

Third party and partner data

Here we do not have control over the person or thing entering data into
our systems but the concerns are the same: we want to prevent, as far
as possible, poor quality data from entering our environment. While
you probably cannot interact directly with the third party (to establish
matching, say) you certainly can implement checks for valid addresses,
phone numbers and so forth.
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While the foregoing discussions should give
a fairly clear idea of the sorts of facilities you
need from a data quality provider in order to
support pervasive data quality it is a good idea
to specify these more precisely.

Flexibility

In addition to a broad range of functionality
for both profiling and cleansing it is also im-
portant that the tool suite is flexible. Particu-
larly, when multiple people are interacting it is
important that you can profile when you like,
cleanse and match when you like, enrich the
data when you like and so on. Moreover, data
quality processes are not linear; you will often
want to profile or re-profile the data, for ex-
ample, several times within a single process.
You thus need tools that are flexible enough to
allow this.

Comprehensive metrics

It will be useful if some metrics are provided
out of the box but these need to be customis-
able and customers should be able to develop
their own. In addition, metrics are not just
about measuring data quality but also compli-
ance with business rules that you have estab-
lished as best practice (for example, contact
each customer at least very six months). Fur-
ther, the software should be able to provide
trend information: is data quality improving,
static or decreasing? If the last of these, you
should be able to drill down to discover where
there is an issue.

In some instances it may be useful to be able
to derive risk performance indicators as a par-
ticular form of metric.

Rules and exceptions

We have already noted that it is necessary to
be able to monitor business rules but it is also
important to have policies in place for such
things as exception handling. There needs to
be a formal process for handling matching, for
example, where this cannot be done automati-
cally, by passing the information over to a busi-
ness analyst. This process itself needs to be
monitored so that you can ensure that policies
are being met and the software will likely need
some sort of workflow support to enable this.

Role-based tools

Inan environment that supports pervasive data
quality different people have different respon-
sibilities. Not only do you need to monitor their
interaction, you also need to provide each in-
dividual with the right tool for the job. This will
vary from a detailed capability in IT, through
business analysts and data stewards who have
a significant involvement in the processes in-
volved, to business managers whose involve-
ment is relatively lightweight. Browser-based
access, with no need for any installation, will
be important for line-of-business managers in
particular.

Glossary

When you have managers, business analysts,
data stewards and IT personnel all working in
collaboration it is important that they can all
understand each other. The difficulty is that
they tend to use different terminology. It will
be useful if a business glossary or seman-
tic capabilities are provided that will enable
each department to use its own terminology
with automatic mapping between business
and IT terms.
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There are a number of key points to be made about pervasive data
quality:

* The importance of good quality data needs to be understood and ap-
preciated throughout the organisation.

® Poor quality data should be prevented from entering the business en-
vironment wherever possible.

® Business managers need to understand how poor quality data im-
pacts on their ability to perform.

® Business managers need to understand what level of quality is neces-
sary for them to do their jobs most efficiently and what business rules
are needed to ensure good quality data.

® Business managers need dashboards that enable them to monitor
the quality of the data that impacts upon them, and easy-to-use and
low-impact tools that enable them to define business rules where
appropriate.

® Appropriate tools, such as workflow and glossaries, are needed to
enable collaboration between the business and IT.

More generally, pervasive data quality is an idea that makes obvious
sense. While traditional approaches to data quality represent a signifi-
cant move forward, compared to having no control over quality, you are
always going to be one step (or more) behind. That is, you are always
reacting to poor quality data and you can’t rely on that data until after
it has been cleansed. By implementing a pervasive approach the intent
is to prevent poor data quality where you can and, where you cannot,
at least let you know how reliable or unreliable the data is. In other
words you can approach your data on the basis of knowledge about its
characteristics rather than guesswork. To achieve this means involving
the business. Previously, such an approach to data quality has not re-
ally been possible since the necessary capabilities were not provided by
the various vendors of data quality products. However, that is changing:
we are now in a position where suppliers are recognising the need for
pervasiveness and bringing to market appropriate tools to support this
approach. We believe that pervasive data quality is the next step forward
for all organisations concerned with quality issues and, given that every
company should be so concerned, that means you.

Further Information

Further information about this subject is available from
http://www.BloorResearch.com/update/1056
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Bloor Research overview

Bloor Research is one of Europe’s leading IT re-
search, analysis and consultancy organisations. We
explain how to bring greater Agility to corporate IT
systems through the effective governance, manage-
ment and leverage of Information. We have built a
reputation for ‘telling the whole story” with inde-
pendent, intelligent, well-articulated communica-
tions content and publications on all aspects of the
ICT industry. We believe the objective of telling the
whole story is to:

e Describe the technology in context to its busi-
ness value and the other systems and processes
it interacts with.

e Understand how new and innovative technolo-
gies fit in with existing ICT investments.

e Look at the whole market and explain all the so-
lutions available and how they can be more ef-
fectively evaluated.

e Filter "noise” and make it easier to find the ad-
ditional information or news that supports both
investment and implementation.

e Ensure all our content is available through the
most appropriate channel.

Founded in 1989, we have spent over two decades
distributing research and analysis to IT user and
vendor organisations throughout the world via online
subscriptions, tailored research services, events and
consultancy projects. We are committed to turning
our knowledge into business value for you.
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